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An X-47B Unmanned Combat Air
System (UCAS) demonstrator
passes over the flight deck of
the aircraft carrier USS George
H.W. Bush (CVN 77). George H.W.
Bush is the first aircraft carrier to
successfully conduct a catapult
launch and arrested recovery of
an unmanned aerial vehicle.
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PERSPECTIVE

“My view is that technology sets the parameters of the possible; it
creates the potential for a military revolution.”

Max Boot, War Made New

In his best-selling book, War Made New, military histo-
rian Max Boot supports his thesis with historical examples
to show how technological-driven “Revolutions in Military
Affairs” have transformed warfare and altered the course
of history. The U.S. military has embraced a wave of tech-
nological change that has constituted a true revolution in
the way that war is waged.

Unquestionably, one of the most rapidly growing areas of
technology adoption involves unmanned systems. In the past
decade the military’s use of unmanned aerial vehicles (UAVs)
has increased from only a handful to more than 5,000, while
the use of unmanned ground vehicles (UGVs) has exploded
from zero to more than 12,000. The use of unmanned surface
vehicles (USVs) and unmanned underwater vehicles (UUVs)
is also growing as USVs and UUVs are proving to be increas-
ingly useful for a variety of military applications.

The expanding use of armed unmanned systems (UxS)
is not only changing the face of modern warfare, but also
altering the process of decision-making in combat oper-
ations. Indeed, it has been argued that the rise in drone
warfare is changing the way we conceive of and define
“warfare” itself. These systems have been used extensively
in the conflicts in Iraq and Afghanistan, and will continue
to be equally relevant — if not more so - as the United States’
strategic focus shifts toward the Asia-Pacific region and the
high-end warfare this strategy requires. The exploding use
of UxS is already creating strategic, operational, and tactical
possibilities that did not exist a decade ago.

However, while these unmanned systems are of enormous
value today and are evolving to deliver better capabilities
to the warfighter, it is their promise for the future that
causes the most excitement. Indeed, these systems have
created a substantial “buzz” in policy, military, industry,
and academic circles. More recently, articles and TV news
reports in the mainstream media have begun to deal with
the myriad issues involved in “drone warfare.” As more
of the public is exposed to the multiple uses of unmanned
systems by our military and intelligence agencies, there is
more interest in, and scrutiny of, these UxS.

An MQ-9 Reaper remotely piloted aircraft takes off July 17,
2008, from Joint Base Balad, Iraq. The Reaper can loiter over
battlefields or targets for hours at a time without refueling
and carries up to 3,750 pounds of laser-guided munitions,
giving ground commanders unprecedented situational
awareness and the ability to bring the right amount of force
to bear on a target. Unmanned systems already launch
weapons by remote control. The question is, will there be a

time when they do so without a human “in the loop”?

THE ROLE OF UXS IN SUPPORTING
FUTURE MILITARY STRATEGY

“The Department of Defense’s vision for unmanned systems is the
integration of diverse unmanned capabilities that provide flexible
options for Joint Warfighters while exploiting the inherent advantages
of unmanned technologies, including persistence, size, speed,
maneuverability, and reduced risk to human life. DoD envisions
unmanned systems seamlessly operating with manned systems while
gradually reducing the degree of human control and decision making
required for the unmanned portion of the force structure.”

“Unmanned Systems Integrated Roadmap FY 2011-2036"

At the tactical level, UxS already support the Department
of Defense (DoD) strategy outlined above. However, UxS also
have the potential be a crucial force multiplier. As noted in
the Quadrennial Defense Review, “The increasing precision,
persistence, and autonomy of unmanned systems hold great
promise.” This is particularly true in the Middle East and
Asia Pacific regions, which will be the two major hubs for
the U.S. military. Significantly, both regions are increas-
ingly characterized by an anti-access/area denial (A2/AD)
threat, which UxS are well-poised to help confront. In fact,
the Joint Operational Access Concept (JOAC) explicitly iden-
tifies “unmanned systems ... which could loiter to provide
intelligence collection or fires in the obhjective area” as a key
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counter to area denial efforts. Clearly, UxS have an integral
role to play in achieving the DoD’s and Navy’s strategic goals.

In his June 2013 article in Foreign Policy, “The New Triad,”
the recently retired Supreme Allied Commander Europe,
Adm. James Stavridis, identified UxS as one of the three
pillars of this New Triad, writing:

The second capability in the New Triad is unmanned
vehicles and sensors. This branch of the triad includes
not only the airborne attack “drones” that are endlessly
debated at the moment, but unmanned surveillance
vehicles in the air, on the ground, and on the ocean’s
surface. ... While expensive, such systems have the
obvious advantage of not requiring the most costly
component of all: people. Also, without people oper-
ating them, they can perform in far harsher environ-
ments and hold a higher degree of political deniability
Jfor covert and clandestine operations.

In many ways operating in all mediums - air, surface,
subsurface, ground, space, and cyberspace — the U.S. Navy
has been on the forefront of UxS development. Then-Chief
of Naval Operations (CNO) Adm. Gary Roughead demon-
strated his commitment to developing a long-term vision for
unmanned systems in 2008, when he directed the 28th CNO
Strategic Studies Group (SSG) to spend one year examining
this issue. Leveraging the SSG’s work, the U.S. Navy lead-
ership has emphasized the need to enhance UxS command
and control (C2) capabilities to allow one sailor to control
multiple systems in an attempt to lower total ownership costs
(TOC). This link between increased autonomy and decreased
TOC has made the revolutionary, rather than simply evolu-
tionary, development of UxS absolutely imperative.

Indeed, CNO Adm. Jonathan Greenert’s Sailing Directions
state, “Over the next 10 to 15 years ... unmanned systems
in the air and water will employ greater autonomy and
be fully integrated with their manned counterparts.” He
further addresses the importance of unmanned systems in
his articles “Navy 2025: Forward Warfighters” and “Payloads
Over Platforms: Charting a New Course,” where he argues
that payloads, including UxS, will increasingly become more
important than platforms themselves.

CHALLENGES FOR
UNMANNED SYSTEMS

“The combat potential of UVs (unmanned vehicles) is virtually
unlimited. ... There is no question that the Fleet/Forces of the
future will be heavily dependent upon UVs.” — “Roles of Unmanned
Vehicles”; Naval Research Advisory Committee Report; March 2003

As the Naval Research Advisory Committee report indi-
cates, the combat potential for UxS has been recognized for
some time. However, there are significant issues that must be
addressed now that there is little doubt that the use of UxS will
accelerate in the years and decades to come. Addressing all of
these issues is vastly beyond the scope of this article, but we
will do so in future online posts on Defense Media Network. For
now, and briefly, some of the significant issues regarding UxS
that are being discussed/addressed at various levels include:
e Operating UxS in non-permissive environments
e Adapting UxS to dynamic environments and missions
e Airspace de-confliction between manned and unmanned

systems
e Manned-unmanned systems teaming
¢ International considerations for unmanned systems
e Control of armed UxS (DoD, Central Intelligence Agency,

or other entities)
e Manning required to operate UxS
e Manning required to mine the data collected by UxS

While this list is by no means all-inclusive, it does provide
a convenient summary of some of the most important issues
surrounding the use of UxS today and in the future. While
the first five issues identified above are all important in their
own right, the last three issues go directly to the issue of the
autonomy of UxS and all that implies. Arguably, the most
compelling issue regarding unmanned systems is this: As
the quest for autonomy for unmanned systems continues
and even accelerates (for all the good reasons that we have
reported on in previous issues of Defense), what is the poten-
tial downside — or dark side - of this quest?

As described in the most recent (2011) “Unmanned Systems
Integrated Roadmap,” there are four levels of autonomy:
Human Operated, Human Delegated, Human Supervised,
and Fully Autonomous. However, the roadmap notes that
in contrast to automatic systems, which simply follow a set
of preprogrammed directions to achieve a predetermined
goal, autonomous systems “are self-directed toward a goal
in that they do not require outside control, but rather are
governed by laws and strategies that direct their behavior.”

One of the most pressing challenges for the DoD is to reduce
the prohibitively burdensome manpower requirements

The Triton unmanned aircraft system completes its

first flight May 22, 2013, from the Northrop Grumman
manufacturing facility in Palmdale, Calif. The 80-minute
flight successfully demonstrated control systems that allow
Triton to operate autonomously. Triton is designed to fly
surveillance missions up to 24 hours at altitudes of more
than 10 miles, allowing coverage out to 2,000 nautical miles.
The system’s advanced suite of sensors can detect and
automatically classify different types of ships.
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currently necessary to operate UxS. Another is to provide
UxS with resiliency when operating in environments where
human control is limited. A third factor is the increasing
need for UxS to operate in unpredictable environments and
to conduct complex and changing missions.

To better understand this compelling need to “reduce
the prohibitively burdensome manpower requirements
currently necessary to operate UxS,” it is important to
understand the costs of manpower to the U.S. military.
Military manpower comprises the largest part of the TOC
of military systems across all the services. Additionally,
military manpower costs are the fastest growing accounts,
even as the total number of military men and women
decrease. According to a 2012 Office of Management and
Budget report, military personnel expenditures have risen
from $74 billion dollars in 2001 to $159 billion dollars in
2012, an increase of almost 115 percent.

Lessons learned throughout the development process
of most unmanned systems - especially unmanned aerial
systems — demonstrate that UxS can actually increase
manning requirements. Indeed, the Air Force has esti-
mated that the MQ-1 Predator requires a crew of about 168
personnel, while the MQ-9 Reaper requires a crew of 180
and the RQ-4 Global Hawk relies on 300 people to operate it.
As Vice Chief of Staff of the Air Force Gen. Philip Breedlove
has emphasized, “The No. 1 manning problem in our Air
Force is manning our unmanned platforms.” Furthermore,
this is not a challenge restricted to the U.S. Air Force, but
one faced by all of the services.

Compounding the TOC issue, the data overload challenge
generated by the proliferation of unmanned aircraft and
their sensors has created its own set of manning issues. In
fact, the situation has escalated so quickly that many doubt
that hiring additional analysts will help ease the burden
of sifting through thousands of hours of video. A former
vice chairman of the Joint Chiefs of Staff complained that
a single Air Force Predator can collect enough video in
one day to occupy 19 analysts, noting, “Today an analyst
sits there and stares at ‘Death TV’ for hours on end, trying
to find the single target or see something move. It’s just a
waste of manpower.”

The Legged Squad Support System (LS3) four-legged robot.

With the prospect of future flat or declining military
budgets, the rapidly rising costs of military manpower, and
the increased DoD emphasis on total ownership costs, the
mandate to move beyond the “many operators, one-joystick,
one-vehicle” paradigm that has existed during the past
decades for most UxS is clear and compelling. The DoD
and the services are united in their efforts to increase the
autonomy of UxS as a primary means of reducing manning
and achieving acceptable total ownership costs. But this drive
for autonomy begs the question as to what this imperative
to increase autonomy comports and what, if any, downside
occurs if we push UxS autonomy too far. Is there an unac-
ceptable “dark side” to too much autonomy?

THE DARK SIDE OF AUTONOMY?

“Open the pod bay doors, HAL."
“I'm sorry, Dave. I'm afraid | cant do that.”
— From Stanley Kubrick's 2001: A Space Odyssey

While few today fear that a 21st century HAL will turn on its
masters, the issues involved with fielding increasingly autono-
mous UxS are complex, challenging, and increasingly conten-
tious. While advancing other aspects of UxS improvements in
areas such as propulsion, payload, stealth, speed, endurance,
and other attributes are — and will remain — important, coming
to grips with how much autonomy is enough and how much
may be too much, is arguably the most important issue we
need to address with unmanned systems over the next decade.

A large part of this autonomy for UxS resides in their
ability to “sense and adapt.” This will enable UxS to achieve
much greater speed in decision-making than is currently
possible, and allow “blue forces” to act within an adver-
sary’s OODA (observe, orient, decide, and act) loop. Thus, as
the environment and/or mission changes in unpredictable
ways, the ability to sense and adapt will allow UxS to find
the optimal solution for achieving their mission without the
need to rely on constant human operator oversight, input, and
decision-making. But are we ready for UxS to operate without
our decision-making, to operate inside our OODA loops?

In an article entitled, “Morals and the Machine,” The
Economist addressed the issue of autonomy and humans-
in-the-loop this way:

As they become smarter and more widespread, autono-
mous machines are bound to end up making life-or-death
decisions in unpredictable situations, thus assuming — or
at least appearing to assume — moral agency. Weapons
systems currently have human operators “in the loop,”
but as they grow more sophisticated, it will be possible to
shift to “on the loop” operation, with machines carrying
out orders autonomously. As that happens, they will be
presented with ethical dilemmas. ... More collaboration
is required between engineers, ethicists, lawyers and
policymakers, all of whom would draw up very different
types of rules if they were left to their own devices.
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Bill Keller put the issue of autonomy for UxS this way in his
op-ed, “Smart Drones,” in the New York Times in March 2013:
If you find the use of remotely piloted warrior drones
troubling, imagine that the decision to kill a suspected
enemy is not made by an operator in a distant control
room, but by the machine itself. Imagine that an aerial
robot studies the landscape below, recognizes hostile
activity, calculates that there is minimal risk of collat-
eral damage, and then, with no human in the loop, pulls
the trigger. Welcome to the future of warfare. While
Americans are debating the president’s power to order
assassination by drone, powerful momentum — scientific,
military and commercial - is propelling us toward the
day when we cede the same lethal authority to software.
The DoD is taking the issue of human control of UxS
seriously and is beginning to issue policy to ensure that
humans do remain in the OODA loop. A November 2012
directive by Deputy Secretary of Defense Ashton Carter
issued the following guidance:
Human input and ongoing verification are required
for autonomous and semi-autonomous weapon
systems to help prevent unintended engagements.
These systems shall be designed to allow commanders
and operators to exercise appropriate levels of human
judgment over the use of force. Humans who authorize
the use of, or operate these systems, must do so with
appropriate care and in accordance with the law of
war, applicable treaties, weapon system safety rules
and applicable rules of engagement. An autonomous
system is defined as a weapon system that, once acti-
vated, can select and engage targets without further
intervention by a human operator.
These are the kinds of directives and discussions that are
- and should be — part of the dialogue between and among
policy makers, military leaders, industry, academia, and the
science and technology community as the design and operation
of tomorrow’s UxS are thoughtfully considered. This is not a
trivial pursuit and - in Albert Einstein’s words — will require
a new way of “figuring out how to think about the problem.”
And importantly, most informed discussion begins with the
premise that adversaries who intend to use UxS against our
interests will not be inhibited by the kinds of legal, ethical, and
moral strictures to which the United States currently adheres.
For these reasons, further discussions and debate on
UxS issues are crucial if we envision unmanned systems as
warfighting tools — and indeed as warfighter’s partners — in
the increasingly challenging future security environment.
Industry must be part of these discussions. As Lt. Gen. David
Deptula suggested, “The challenge before us is to transform
today to dominate an operational environment that has yet
to evolve, and to counter adversaries who have yet to mate-
rialize.” UxS will be central to confronting this challenge.

DESIGNING IN THE RIGHT
DEGREE OF AUTONOMY

As the services look to achieve the right balance of
autonomy and human interaction — to balance these two

often-opposing forces and get them “just right” — in their
efforts to push UxS capabilities to the cutting-edge, they
must turn to industry for innovative solutions.
The capabilities required to find this “just right” balance
must leverage many technologies that are still emerging.
But few companies have the discretionary research and
development funds to keep running down blind alleys in
their pursuit of capabilities that the services know they
need — but as of yet only dimly perceive. Without putting
too fine a point on it, the military knows what it wants to
achieve, but not what technologies or even capabilities it
needs to field UxS with the right balance of autonomy and
human interaction. The Defense Science Board report, “The
Role of Autonomy in DoD Systems,” put it this way:
Instead of viewing autonomy as an intrinsic property
of unmanned systems in isolation, the design and oper-
ation of unmanned systems needs to be considered in
terms of human-systems collaboration. ... A key chal-
lenge for operators is maintaining the human-machine
collaboration needed to execute their mission, which
is frequently handicapped by poor design. ... A key
challenge facing unmanned systems developers is the
move from a hardware-oriented, vehicle-centric devel-
opment and acquisition process to one that emphasizes
the primacy of software in creating autonomy.
It is important for industry — and all of industry, not just
UxS vehicle manufacturers — to focus on reports like this
one, for the issue of “the primacy of software” is one that
deserves special consideration. The manned F-35 Lightning
has 10 billion lines of computer code — and counting — and
there is human supervision by the pilot! How many lines of
code will need to be built into an unmanned system to get
the balance of autonomy and human interaction “just right?”
While there is no point-solution or easy answer to this
challenge, there are some trend lines industry can leverage
to invest R&D dollars so they can ultimately produce UxS the
services will embrace and, indeed, not be able to live without.
The focus for industry in the next decade-plus should be to:
e Make the command, control, communications, and
computers (C4) architecture a priority in UxS development
e Build in a “sense and adapt” capability in all UxS
¢ Concurrently develop concepts of operations (CONOPS) and
tactics, techniques and procedures for each UxS

e Leverage queuing theory to enable UxS to balk or renege
on a mission

e Develop target recognition algorithms that are on a par
with those of manned systems

e Develop anticipatory intelligence and decision support
software into UxS

The last point regarding decision support software is one
where the “unmanned community” has yet to leverage the
cutting-edge technology that already populates military
command centers. For the relatively small numbers of UxS
that will engage an enemy with a weapon, this is crucial.
Prior to firing a weapon, the unmanned platform need only
provide the operator — and there must be an operator in the
loop —with a “pros and cons” decision matrix regarding what
that firing might entail. When we build that capability into
UxS we will, indeed, have gotten it “just right.” H
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